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Abstract

General outlier detection strategies, be a distribution-
based, clustering-based, or distance-based method, all
resort to the comparison among instances to define
abnormality. In this paper we introduce an additional
dimension into the outlier definition. That is, we not only
consider externally how one instance differs from others
but internally the dependency and abnormality among its
own attributes, denoted as the prediction-based outlier
detection.  Prediction-based outliers possess certain
attributes which are difficult to be predicted based on the
neighborhood information. Furthermore, we propose three
neighborhood functions to generate predictions. Finally,
acknowledging the lack of the gold standard to evaluate an
outlier detection system, we propose four general
evaluation strategies. Experiments conducted on several
real-world datasets demonstrate the validity, novelty,
power-law distribution, and robustness of our method.

1. Introduction

Outlier detection aims at finding data points which are
abnormal according to certain measures of normality. This
is an important problem which includes a wide variety of
applications such as fraud detection, homeland security,
and disease discovery. Studies of outlier detection can
generally be divided into three categories: distribution-
based [1][25], cluster-based [5][6][8][14], and distance-
based [2][9][10][11][19] approaches. Those methods,
nevertheless, define an outlier based on some kind of
comparison between it and other instances, but do not pay
too much attention to the internal inconsistency among
attributes. This paper tries to explicitly incorporate this
dimension into account by considering the prediction-based
outliers as instances that possess certain unpredictable
attributes. Our experiments show that by adopting this
additional dimension into account, we are able to find some
outliers that can hardly be detected otherwise.

The major observation and assumption made here is
that in the real world, certain attribute of a data point has
some correlation with others. Therefore, some objects
possess certain attributes whose values cannot be
accurately predicted based on other attributes together with
other similar objects. Other outlier detection methods can
hardly achieve such a purpose since their emphasis is not
on one single attribute (or a small subset of them), and such
divergence can easily be overlooked when all attributes are
considered at the same time.

Our second observation is that prediction-based outliers
heavily depend on the definition of neighbors. Using
neighbors to determine outliers is by no means novel,
because the majority of the distance-based outlier methods
find outliers as those significantly different from the
neighbors. The novelty of our proposal, however, lies in the
different exploitation of those neighbors, since we instead
use them as the basis to predict a certain attribute.

Our principle of outliers naturally facilitates the
generation of explanation. Such an explanation allows the
users to judge the validity of the results and data. Being
able to generate explanations is important for many outlier
applications in domains like security [13].

To achieve the above goals, we exploit LOESS
regression [3], which is a local linear regression method
that builds a model for each data point based on its
neighboring points. We suggest modifying the way
neighbors are chosen in LOESS by integrating three types
of neighborhood functions (numerical-based, categorical-
based, and social-based neighborhood functions), which
further provides a mechanism to deal with heterogeneous
data. Note that our prediction-based outlier detection is
indeed an unsupervised strategy because no human-labeled
training outlier data is required. The regression model is
utilized to learn the dependency between attributes of data
rather than fitting training inputs of outlierness.

The major contributions of this paper can be
summarized as follows:

1. We propose an idea of prediction-based outlier
detection that utilizes learning approaches to discover
instances with internal inconsistency, which can
sometimes be overlooked by other outlier detection
algorithms. This is a  domain-independent,
unsupervised approach for outlier detection.

2. We propose to integrate the ideas of numerical,
categorical, and social neighbors into a LOESS
regression model to determine the outliers. This
enables us to deal with data with heterogeneous
attributes. Furthermore, we propose to normalize the
outlier factor (i.e. a real number that represents an
object’s degree of being an outlier) using the
predictability of regression to improve its robustness
against independent attributes.

3. We propose an explanation framework that is capable
of producing natural language explanations of outliers
for advanced verification.



4. To address the lack-of-gold-standard drawback for
outlier detecting research, this paper proposes four
strategies to evaluate an outlier detection system with
the aim of providing a more general, systematic
evaluation guideline.

2. Related Work

Previous studies of outlier detection can generally be
divided into three categories: distribution-based, cluster-
based, and distance-based outliers. In the area of statistics,
researchers define distribution-based outlier [1] as instances
that deviates significantly from a given distribution. The
problem with distribution-based outlier detection is that
there is no guarantee that the underlying data distribution is
accessible or learnable, particularly in the case of
heterogeneous datasets.

Cluster-based outlier detection finds clusters first, and
then declares data points that do not belong to any cluster
as outliers [5][6][8][14]. The drawbacks for cluster-based
outlier are twofold. First, the computation for clustering is
generally more expensive. Second, the idea may fail if
normal data points do not form clusters.

To deal with these drawbacks, distance-based outlier
detection is proposed [2][9][11][19][25]. One apparent
deficiency of the distance-based outliers is that generally all
attributes are utilized in the analysis while some interesting
local variations between attributes are neglected. To handle
such a deficiency, we predict each individual attribute
independently using the other attributes rather than the
condensing information of all dimensions into one single
distance value.

Some outlier detection methods have been designed for
graphs in which data instances are connected to each other
[4][16][21]. These methods, however, focus on finding
outliers given certain graph structure, and fail to consider
the attributes of instances.

Other studies focus on outlier explanations [10][12][13]
[23][24]. Different from most of the above mechanisms
that consider explanation generation as finding a subset of
attributes that still allow the distinguishing of a given
outlier from others, our explanation mechanism directly
reflect the outlier discovery process. Furthermore, most of
the above methods are offline and computationally
expensive, while our approach produces the explanation on
the spot with only constant complexity.

3. Prediction-Based Outlier Detection

An outlier is used to be defined as an object which appears
to be inconsistent by a specific metric with the rest of the
dataset. Such principle suffers the drawback of neglecting
the dependency between attributes. We argue another kind
of outliers exists, which we refer to as prediction-based
outliers. That is, objects that possess certain attributes that
can hardly be predicted by neighbors. In other words, we

look for outliers that display the internal inconsistency
rather than considering inconsistency with the rest of the
world. We assume a dataset can be heterogeneous, meaning
it might contain both numerical and categorical attributes.
Moreover, there might even exist some explicit connections
between objects.

The flow of the proposed algorithm is as follows.
Assuming there are n data points {p;, pz, ..., pa} in the
dataset, our goal is to learn whether a point pi={p;,
Piz>---Pim} 18 @ prediction-based outlier, where p;, represents
the k-th attribute of p;. Suppose it is possible to construct a
neighborhood function f(p;) which returns a set of p;’s
neighboring instances N, we propose then to use the
instances in N to construct m regression models R;...Rp,,
each of which tries to predict the value of one attribute
using the rest of the m-1 attributes. The learned model Ry is
then used to predict the py value. Eventually p; is regarded
as an outlier in the k-th attribute if it turns out the
prediction of the k-th attribute of p; is significantly different
from its true value. Such principle is naturally suitable for
explanation generation since it identifies not only outliers
but also one specific deviated attribute along with its
residual (i.e. how far it is away from the predicted value).

3.1 Neighborhood generation functions

To identify the basis of prediction, we propose three types
of neighbors: numerical neighbors (N,), categorical
neighbors (N.) and social neighbors (N;). For numerical
data, N, can be generated simply by using the k-nearest
neighbor algorithm. For data with categorical features, N,
can be obtained by identifying objects with identical
categorical feature values. If the data are connected through
a social network or a graph, N can be defined by using the
conventional community detection algorithm [15] or role-
based clustering algorithm [22].

3.2 LOESS regression for outlier detection

Once the neighbors of a given instance p; are identified,
they can be exploited as the training samples to predict
attribute pj, of p;. Point p;is regarded as an outlier with
respect to attribute k if the predicted value, yy, is far from
Pik-

The LOESS regression model [3] is suitable for such a
purpose. LOESS regression is a locally weighted linear
regression model. We suggest that the neighborhood
function of LOESS can be modified to incorporate
heterogeneous types of attributes. In addition to using the
numerical x to determine the neighbors, it is possible to
utilize other two kinds of neighborhood functions to
identify different kinds of outliers. Note that different from
the distance-based or density-based outlier detection
methods, our concept of outliers does not necessary look
for external inconsistency between a point and its neighbors.
Instead, our method looks for the internal inconsistency of



the attributes, while the neighbors are chosen so that we
can learn the dependency of attributes, not for comparison.

We describe a major concern of our idea and propose a
solution. Based on the above proposal, LOESS determines
that in Figure 1, p, and p, are equally abnormal since their
projected distances to the regression line are the same.
However, p, should look more like an outlier since in
Figure 1(a), the attribute x can hardly be used to predict y.
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Figure 1. Outliers with different Mean-Square-Errors.

This means that to improve the soundness of our model,
we need to take the predictability of an attribute into
account. A non-predictable feature should not be
considered as an indicator for outlierness. In this sense, we
propose a prediction-based outlier factor (PBOF) as

;- yj‘
PBOF(p,) = FSE
where WMSE is the weighted mean square error of
training in the regression and the weight is identical to the
elements of W used in the LOESS regression (i.e. the
penalty on the error of the closer points is larger). The
absolute residual, [§; — yj|, measures the unpredictability of
the point p;, while WMSE captures the unpredictability of
the neighborhood. Then in Figure 1, it becomes apparent
that the PBOF of p, is higher than that of p;. One can infer
that attributes that are independent of others can hardly be
considered as an abnormal attribute for any point in our
framework since their WMSE is generally very high.
Finally, our system ranks all point-attribute combination
based on this outlier factor and returns the top ones as
outliers.

3.3 Outlier explanation

Outlier explanation attempts to generate a reasonable and
understandable (usually in natural language) explanation to
describe why a system considers a particular data point to
be an outlier. Automatic explanation plays an important
role in many intelligent systems [7][18][20]. We argue that
explanation is even more important in anomaly detection,
which usually targets security-related tasks with less
tolerance for margin of error. One advantage of a
prediction-based outlier lies in the ease of explanation
generation as the discovery process of outliers can be
elaborated easily. Based on LOESS regression, a data point
is an outlier if its true value of certain attribute is
significantly different from the predicted one, which is
generated by a model learned from its neighbors.
Therefore, we design a natural language explanation
template as follows (note that the explanations for
neighbors can undergo domain-specific modifications such

as changing “connected to it” to “teammates” to improve
readability):

“<p> is an outlier in <Attribute;> (<value of y;>) because given
<explanations for neighbors>, he is predicted to have <| y | — yi>
<higher/lower> <Attribue>.”

<Explanations for neighbors>

For numerical-based neighbors,

“ instances who have similar <numerical attributes> (e.g. <sample

neighbors>)"

For categorical-based neighbors,
“instances of the same <categorical attributes> (e.g. <sample
neighbors>)"

For social-based neighbors
“instances connected to it (e.g. <sample neighbors>)"

Therefore, each outlier has its own “type”, which means
it is an outlier with respect to a specific attribute given
certain neighbors. Moreover, the explanation points out that
this outlier is expected to have higher or lower values in
this particular attribute. Finally, the learned least-square
weight vector offers even deeper explanations for advanced
users. Note that different from many other outlier
explanation algorithms such as [10][12][13] where offline
computation (and notable amount of additional time) is
required for explanation generation, our explanation can
seamlessly reflect the discover process and can be acquired
at the same time when the outlier factor is generated,
without having to impose non-constant time and space
complexity.

4. Experiments

Generally, there is no gold standard for outlier detections
and researchers have proposed different scenarios to define
abnormality. The lack of a gold standard, unfortunately,
imposes significant difficulty for outlier evaluation. In most
of the previous works introduced in Section 2, researchers
generally adopted an evaluation policy that performs outlier
detection on well-known dataset and explains the
legitimacy behind the outputs. However, we argue that
there should be at least three additional dimensions that are
worthy of examining. Therefore, below we propose four
strategies to evaluate an outlier system:

(1) Explaining the validity of results: this is a strategy
adopted in conventional studies of outlier detection
[2][91[10][11][17][19]. To do so, experiments have to
be conducted on real-world datasets and the rationale
behind the outputs has to be explained (usually by the
authors). In fact, the explanations generated by our
system target exactly at automatizing such purpose.
This allows users to make quicker and more accurate
decision about the validity of results while avoiding
the biases from the manually produced explanations.

(2) Evaluating novelty: We propose to compare the
approach with other well-known methods, and argue
that a designed outlier detection algorithm is novel if it
finds some meaningful outliers that can hardly be
detected by other methods.




(3) Evaluating the distribution of the output factor: an
outlier factor is a real number that represents the level
of outlierness of an instance. Since abnormality is
more likely to be a relative comparison than simply a
binary decision (i.e. abnormal or not), outlier factor is
generally considered as a more reasonable output of an
outlier detecting algorithm. Using the outlier factor of
every single instance, it is possible to generate a
histogram of the outlier factor. Here, we suggest that a
power-law histogram is preferable for outlier detection
since people generally expect most of the instances are
normal with only very few exceptions (i.e. long tail).

(4) Evaluating the robustness of the system: an outlier
detection method should be robust in the presence of
noise. We demonstrate that by taking the predictability
into account, it is possible to avoid the interference
from the manually added independent attributes.

4.1 Explaining the Validity of the Results

used to determine the social neighbors. The top 3 outliers
identified based on numerical neighbors (N,), categorical
neighbors (N,), and social neighbors (N;) for each attribute
are shown in Table 1.

4.1.2 MLB dataset

The MLB dataset contains 542 players in the 2008 regular
season with 4 numerical features and 2 categorical features.
The numerical features are HR (Homeruns), BB (Base on
Balls), SO (Strike Out), and SB (Stolen Bases). The
categorical features are Position (Infielder, Outfielder, and
Catcher), and Division (American League and National
League). The social network is based on the relationships
of teammates from 2007 to 2008. As shown in Table 2, our
approach can not only identifies apparent outliers, such as
leaders in certain attributes, but also finds some interesting
and less apparent outliers.

TABLE II. MLB DATASET: OUTLIERS FOR NN, NC, AND NS
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Name PBOF | Att. Name PBOF | Att. Name PBOF | Att

We collected the NBA data from the 2007-2008 regular
season. There are 449 players with 5 numerical features and
2 categorical features in the dataset. The numerical features
include Pts, Reb, Ast, Blk, and Stl. The categorical features
include Position and Division, and thus the categorical
neighbors are defined based on these two variables. The
social network of NBA players is a bipartite graph that
contains two types of nodes: team and player. The graph is
constructed using the data from the 2005-2008 regular
seasons. A player is connected to a team if he has played
for that team during that period. The two-step distance is

Rank | Rank Rank | Rank Rank | Rank
1| Willy Taveras | 10.58 | SB | 2 2 JoseReyes | 784 | SB | 7 7 | Carlos Gomez | 5.17 | SO | 11 | §
2 | JuanPiere [ 1052 | SB[ 9 | 1 | AbenPujols | 650 | SO | 5 | 25 | RajaiDavis | 504 [ SB | 28 | 3
3 | Carlos Gomez | 967 [ SO | 11 | 5 R. Martin 645 | SB | 20 | 72 | AdamDunn | 500 | BB | 6 | 15
4 | RajaiDavis | 962 | SB | 28 | 3 BJ.Upton | 633 | BB | 1 | 11 | JoseReyes | 489 | SO | 7 | 7
5 | Ryan Theriot | 7.55 | BB | 25 | 18 | JimmyRollins | 624 | SB | 14 | 13 | AlbertPujols | 484 | BB | 5 | 25
6
7
8
9

A.Ramirez | 7.04 | HR | 56 | 35 | Willy Taveras | 624 | SB | 2 2 | Willy Taveras | 474 | HR | 2 2

Joe Mauer | 6.99 | BB | 23 | 21 |MarkReynolds | 601 | SO | 4 | 33 C.Delgado | 470 | BB | 101 | 119
Brian Giles | 6.97 | BB | 26 | 26 | BrianRoberts | 580 | SB | 10 | 24 | Lance Berkman| 4.70 | BB | 19 | 110
Carlos Lee 681 | HR | 45 | 48 Jack Cust 552 | SO |13 ] 1 Brian Giles 469 | BB | 26 | 26
0 | JoseReyes | 671 | SB | 7 | 7 | GSizemore [ 529 | SB | 8 | 28 | H.Ramiez [ 465 [ SO | 15 | 43

=

4.2 Novelty Analysis

To demonstrate the novelty of our system, in this section
we focus on evaluating whether the proposed algorithm is



capable of detecting outliers that are hardly found by other
methods. We compare our method with two popular
methods: the k-nearest distance (KNN) outlier [19] and
local outliers [2]. In the KNN outlier detection algorithm,
the outlier factor is determined based on the Euclidean
distance to the k-nearest neighbor (k=5 in our experiments).
For local outliers, the local outlier factor LOF is captured
as the ratio of density between the point itself and its
neighbors, in which the number of neighbors is set to 50 in
our experiments. If the local density of a point is
significantly lower than that of its neighbors, it is likely to
be an outlier. Note that these two algorithms produce an
outlier factor for each player, while our outlier factor is for
a certain attribute of each player. To enable comparison, we
define the outlier factor of one player as the highest PBOF
among all attributes, and then rank the players based on
their highest PBOF.

4.2.1 NBA dataset

The outlier rankings of players based on N,,, N, and N; are
shown in Table 3, respectively. The KNN and LOF

rankings of those outliers are also displayed for comparison.

It is interesting to learn that although many of the outliers
are universal (i.e. identified by all three methods), there are
still some prediction-based outliers that can hardly be found
by other algorithms.

4.2.2 MLB dataset

As shown in Table 4, some prediction-based outliers in the
MLB dataset that were not ranked high in KNN and LOF,
such as A. Ramirez and Carlos Lee. can hardly be detected
by KNN and LOF.

MLE: PEOF histogram w.rt HR

L MLE: PBOF histogram wrt SO
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Figure 2. The log-log histograms for different outlier algorithms in MLB
dataset. The uppers are histograms for PBOF and the lowers are that of
KNN and LOF. The circled part represents the portion against power-law.

4.3 Power law distribution

The outlier factor is a real number that captures how
abnormal an object is. By assigning each instance an outlier
factor, it is possible to generate a histogram for the outlier
factor. In the histogram, the x-axis represents the outlier
factor, and the y-axis represents the percentage of instances

of that value (as shown in Figure 2). Here we suggest that it
is preferable for the histogram for any unsupervised outlier
detection algorithm to follow power law distribution, which
exhibits the property that as the outlier factor increases, the
frequency of occurrence decreases at a greater scale. We
believe maintaining the sparseness of outliers is reasonable
because if the majorities become outliers, those outliers are
not “against-normal” anymore, and furthermore, the
demand for an accurate outlier detector would go down.
One interesting observation is that PBOF outlier factors
roughly follow power law distribution in Figure 2. There is
a long tail in which very few instances are extremely
abnormal and the majority of the instances have very low
outlier factors. KNN and LOF also follow power-law with
one exception: the lowest-value instances (as circled in
Figure 2) do not occupy a significant amount of the
population. This implies the so-called “normal” instance
discovered by KNN or LOF is indeed not that common.
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Figure 3. Add one Uniform IRA / add two Gaussian IRAs to NBA
dataset and MLB dataset.

4.4 The Robustness of the Results

In Section 3, we incorporate the prediction error into the
PBOF equation, to deal with independent attributes. We
conduct an experiment (shown in Figure 3) to show that our
approach can indeed deal with the issue of independent
attributes. First, we add a manually created, numerical
independent random attribute (IRA1) into the original
dataset. This attribute is distributed uniformly from 0 to 1,
and is independent of any other attributes in the dataset.
Since each data point (player) has its own PBOF with
respect to a certain attribute, we can sort and plot the PBOF
for every attribute. The curve for IRA1 is represented by a
dashed line; the PBOF values of IRA1 are not as high as
that of other dimensions. Therefore, while comparing the
outlier factors among all instances in all attributes, the
outliers with respect to IRA1 would less likely be ranked as
the top ones. We also tried different setups such as
assigning two independent attributes as well as changing
the distribution of IRA1 to Gaussian (IRA2). Similar
results were observed in those cases. The results show that



our algorithm is not only robust to the presence of noise but
also resists picking the independent attributes to describe
outliers.

5. Conclusions

The proposed prediction-based outliers not only take into
account the external similarity between instances, but also
consider the internal dependency amount attributes. Note
that our algorithm cannot produce meaningful results when
there does not exist any dependent pair of attributes.
However, such situation is unlikely to happen when the
number of attributes grows. Our framework brings
together numerical, categorical, and social neighborhood
functions to handle heterogencous attributes. To overcome
the lack of a gold standard for evaluation, we propose
explanation, novelty, power-law distribution, and
robustness strategies for verification, and demonstrates that
our approach has a decent level of fulfillment on all of
them. We have also realized that these four strategies might
be general enough to be applied to verify other types of
knowledge discovery tasks in which no gold standard exists.
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